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Gas & Green Energy Ltd

1. Purpose and Scope
This policy sets out how Gas & Green Energy Ltd (GAS & GREEN ENERGY) complies with the UK General Data Protection Regulation (UK GDPR) and associated data protection legislation. The purpose of this policy is to ensure the lawful, fair, and transparent processing of personal data by GAS & GREEN ENERGY, and to safeguard the rights and freedoms of individuals whose personal data we collect and process.
This policy applies to:
· All GAS & GREEN ENERGY employees and subcontractors
· All personal data processed by GAS & GREEN ENERGY, whether in electronic or physical form
· Any third-party service providers handling data on GAS & GREEN ENERGY’s behalf

2. Definitions
· Personal Data: Any information relating to an identifiable person, such as name, address, email, phone number, or IP address.
· Data Subject: An individual whose personal data is being processed.
· Data Controller: GAS & GREEN ENERGY, which determines the purpose and means of processing personal data.
· Data Processor: A third party processing data on behalf of GAS & GREEN ENERGY.
· Processing: Any operation performed on personal data, including collection, storage, use, transfer, or deletion.
· Special Category Data: Sensitive personal data, such as racial or ethnic origin, health data, or union membership.

3. Our Data Protection Principles
GAS & GREEN ENERGY is committed to upholding the following UK GDPR principles when processing personal data:
1. Lawfulness, Fairness, and Transparency
Data is processed lawfully, fairly, and in a transparent manner.
2. Purpose Limitation
Data is collected for specified, explicit, and legitimate purposes and not further processed in a manner incompatible with those purposes.
3. Data Minimisation
Only data necessary for the intended purpose is collected and processed.
4. Accuracy
Personal data is kept accurate and up to date.
5. Storage Limitation
Personal data is retained only as long as necessary for the purposes for which it was collected.
6. Integrity and Confidentiality
Personal data is processed securely to protect against unauthorised or unlawful access, loss, destruction, or damage.
7. Accountability
GAS & GREEN ENERGY is responsible for demonstrating compliance with all data protection principles.

4. Lawful Basis for Processing
GAS & GREEN ENERGY processes personal data based on one or more of the following legal grounds:
· Contractual necessity – for the performance of a contract with employees, clients, or suppliers.
· Legal obligation – to comply with legal or regulatory requirements.
· Legitimate interests – for business operations such as project management, marketing to existing clients, and supplier management.
· Consent – where explicit permission has been given, particularly for marketing communications.
· Vital interests – to protect someone's life in case of emergency.

5. Categories of Personal Data We Process
GAS & GREEN ENERGY may collect and process the following types of personal data:
Employee & Job Applicant Data
· Name, address, contact information
· National Insurance number, bank details
· Qualifications, work history, references
· Emergency contacts and health declarations (where relevant)
Client & Contractor Data
· Name, job title, company information
· Business contact details
· Project-specific information
· Correspondence records
Supplier & Subcontractor Data
· Company contact details
· Payment and invoicing information
· Insurance and certification documentation

6. Data Subject Rights
GAS & GREEN ENERGY upholds the rights of individuals under the UK GDPR, including the right to:
· Access – Request access to personal data held about them.
· Rectification – Request correction of inaccurate or incomplete data.
· Erasure – Request deletion of personal data where no longer needed.
· Restriction – Request limited processing of their data.
· Data Portability – Request to receive their data in a structured, machine-readable format.
· Object – Object to the processing of their data in certain circumstances.
· Withdraw Consent – Where consent was the legal basis, individuals may withdraw it at any time.
Requests to exercise these rights should be made in writing to:
dataprotection@Gas & Green Energy.co.uk
Or:
The Data Protection Officer, GAS & GREEN ENERGY, at Unit 25, The Tanneries, Brockhampton Lane, Havant. PO9 1JB 
We aim to respond within one calendar month of receiving a valid request.

7. Data Security and Storage
GAS & GREEN ENERGY implements appropriate technical and organisational measures to protect personal data, including:
· Password-protected systems and role-based access controls
· Antivirus software and encrypted data storage
· Secure disposal of physical documents
· Staff training on data protection awareness
· Secure cloud platforms compliant with UK/EU data hosting standards
Personal data is stored only for as long as necessary to fulfil the purpose it was collected for, and in accordance with our Data Retention Schedule.

8. Data Sharing and Third Parties
We may share personal data with third parties only where:
· It is necessary to deliver our services (e.g., subcontractors, architects, consultants)
· Required by law or to fulfil regulatory obligations
· With trusted service providers (e.g., HR software, payroll processors) under data processing agreements
· With explicit consent from the data subject
All third-party data processors are contractually required to comply with our data protection standards and obligations.

9. International Transfers
GAS & GREEN ENERGY does not routinely transfer personal data outside the UK. If it becomes necessary to do so, we will:
· Ensure the destination country has adequate data protection laws, or
· Use standard contractual clauses (SCCs) approved by the ICO, or
· Obtain data subject consent if required



10. Data Breach Notification
In the event of a data breach, GAS & GREEN ENERGY will:
· Investigate and contain the breach immediately
· Notify the Information Commissioner’s Office (ICO) within 72 hours if there is a risk to individual rights or freedoms
· Notify affected individuals where there is a high risk to their privacy or data
· Maintain a data breach register and record all incidents, whether reportable or not

11. Responsibilities
· The Managing Director holds overall accountability for GDPR compliance.
· The Data Protection Officer (DPO) is responsible for monitoring compliance, handling requests, and advising staff.
· All employees and contractors must understand their data protection responsibilities and attend regular GDPR awareness training.

12. Training and Awareness
All GAS & GREEN ENERGY staff receive regular training on:
· Data protection principles
· Recognising and reporting data breaches
· Handling data subject requests
· Secure data handling and communications


13. Review and Updates
This policy is reviewed annually or when significant changes occur in our processing activities or in UK data protection law. The latest version is available on our internal network and company website.

Policy Owner: Data Protection Officer
Approved by: Managing Director
Effective Date:  1st January 2025
Next Review Date: 31st December 2025
Key Contacts

Georgie Browning                                                         
Director                                                                                                                                             

Reviewed: 1st January 2025 (reviewed annually, issued to employees and made available to others on request).
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